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Abstract:

A long with the development of wireless energy transfer technology, wireless rechargeable sensor
networks (WRSNSs) have drawn considerable attention from researchers over the past few years.
Recent studies have shown that energy rechargeable sensors have a potential to extend the
lifetime of network operations by harvested renewable energy from external environments.
However, energy capturing devices can only provide intermittent recharging opportunities to
support low-rate data services due to spatial temporal, geographical, or environmental factors. In
addition, due to the channel characteristics of wireless broadcasting, the key consideration is over
the security aspect such as the existing of eavesdropper being to steal in data in transmission.
A traditional cryptographic protocol has a key limitation by using key distribution or certificate
management complexities; thus, to supplement a probable lightweight protocol, this research has
adopted Physical Layer Security (PLS) to exploit differences channel conditions and interference
environments without relying on private keys. In particular, three aspects of PLS were investigated
in WRSNs, i.e., 1) Consideration of Energy Harvesting Plans by considering the energy charging
via radio waves with awareness of physical layer security in a WRSN, 2) Consideration of a relay
selection strategy (used to expand network coverage capability) with awareness of physical layer
security via two-way communications (uplink and downlink) for data transmission, and finally 3)

Consideration of ways to mitigate the impact of eavesdroppers while combining the presence of



an unmanned aerial vehicle as a signal jammer to the eavesdroppers and by calculating the

position or the appropriate height in order to achieve the best transmission efficiency.

UNANEd:

mawawmalulaglumsdiolannassnulias wienisend wiernuiumafuuuLaunasnn
IesuanuanlannindsoiilnasnaannluisliAdfrmwan wasidaliwmwaniiinmsanwisoi
e iAW S wero SuuULEuwa 9w lain ﬁﬁﬂﬂnﬁwﬁﬁ]ﬂﬁﬁmmqmsﬁﬂmumaam?e"ﬂw lag
mnﬁmﬁmwﬁdmumguf’wm’mamwLL’mﬁaumwaﬂ ashavl,iﬁ@rmqﬂmrﬁ@”ﬂﬁuwﬁwmﬁ
lamalunisi@unasauiduszes 9 ﬁma%’uu%mﬁagaé’mwﬁw asaniTasoifaiuiina s
niMENTAIANWILIAR DY uanmnﬁﬁaamnQmé’nwmzﬂj’aaé’zu_}tywmﬁﬁmmwimzmmmu"l,%

sovldifadsndudymndande anuduasdasany wu nafiglindsduauanis (alue

v ¥
%

Toya) myssudayanisluiniatie netuftasnnlnilnaeanindiswauuuaduiidadina

a

fany Ae arwduTanluniInszatafdnianisaanislususes asnuiiatduniaasuda

e

anwsansnveslnsinaasmasulaginanadumadanilidanusudenannin 9udsei
Foldszandldanuduastasadssunioniw Talduslomiandeouluvessosdyainuas
snwnadeunssunIuassy g adnandein laglidaserdumsldnuddaiue lagag
mu‘?a‘i’mf‘t&juﬁu 3 UsnidudAnda 1) nsRasanisununafiuieansgianm lasRasanins
Lauwé’amumuﬂﬁu%q Aaninisanuiuaslasasesunisnwnislwedetne $souny
@'l 2) nmIRsanfianagninisifendasdada wia3iad AfifNovs180UEIWITAINY
mamquﬁuﬁmaam%aﬁm) Tapnilefistszansnmuesanutiuaslasafosunionn 4
ﬁﬁmmﬁﬁamiddﬁa;&aﬁuua:m lapAansanfisnagniniadennysandsiu 2 sUuuufe ns
Lﬁaﬂ@?’amwéﬁmunﬂé’aLLazmiLﬁaﬂ@ﬁﬁawé'amuﬁaﬁq@ WAz 3) NMIRINTUNILWINIINITAA

Tywinsiiegrasdraniadyanm laswuwinnisfiagrasamasiwliauduiiariwinnlunns

(7
o o o o

wandy sl gidianiy Snnsdidimimmdiuniiniaanugiiinunzaniiadinaliiia
Uszininwlunsdsdayanidngadneas
Keywords : Energy harvesting, wireless rechargeable sensor networks, physical layer security,
Jammer

° [ & A Y A = o A o ) o &
(AaN)  MIAUNLINGINY LaTatetdwisas mouuuidy e anuNuaIlaaant o

MuMw arssdan bivdiefia auansyuI



